ENTERPRISE CONTRIBUTION RANKING
REPORT

Data and Pipeline Health
Observability

Prepared By McKnight Consulting Group November 2024

Lead Analysts William McKnight and Jake Dolezal




4] MCKNIGHT

CONSULTING GROUP

Table of Contents

About the Enterprise Contribution RanKing RePOIt.............oeeeeeeeeeeesecmeenneiissecssssennnsssssssssssnnes 2
Data and Pipeline Health ObServability .............cccoooeemmiciiiieiieiee e 3
Lo 1= e @2V o o o Y- T o I 7
Capabilities for Data and Pipeline Health Observability ................cccceeeemmmmeeesecesssneeneesssciinnns 9
Data Lineage and PIPEIINES ..........ooiiiiiiiiiii e 10
Data Quality and MONITOMING .......ueeiieiiiiiie e e e e ean s 12
Real-Time Anomaly DeteCHON .........ooiiiiiiiiii e 14
Automated Metadata CoOllECHON..........coii i e e e e aeeeeaeas 15
Source and APl COmMPIEIENESS ...t a e e e e e e e e e e e e aaans 15
Machine Learning Capabilities.............couiiiiiiiiiiiiiiie e 16
Evaluation of Data and Pipeline Health Observability Capabilities: Vendor Analysis....... 17
COMPANY ANAIYSIS ...t e s s e e s ssme s e s s esn e s e s e sm e e e s s ssmnneessssnnnsnssnnns 18
o7 =1 [0 = - PP 18
N T} 2 =1 o PP 20
= 1o == PP PPPPPPR PN 21
LO7 ] 11 o] = USRS PPRSRTR 23
1D 7= o U o PP 24
METAPIANE ... e 26
1Y/ [T | (=3 7= [ RSP 27
PIECISEIY ..ttt e et e e e e et e e e e e e as 28
=YY= T 29
L= .= T 30
Enterprise Contribution RANKING .............ccccoemieiiimemieiiiieccecsee s cscissee s ssssms s s sssne s sssssnen s 33
Key Takeaways & Application to the ENterpriSe.............cooueeeeeeeesssmeeemssisssssssnsnnsssssssssssssnnnes 36
About McKnight CONSUItING GIOUP.........cceeeeeeeeeeeeemeeeeeasssessssnnnnsssssssssssssnnnssssssssssssnnnnnsssssssssss 36

(214) 514-1444 | MCKNIGHTCG.COM Page i




1 MCKNIGHT

CONSULTING GROUP

About the Enterprise Contribution Ranking Report

* Focus is on value of product capabilities to the enterprise

* We believe Al including Generative Al is paramount to future-proofing technology and we

take a keen focus on a solution’s use of Al

* Assesses market leaders against critical capabilities of the market

* Focus is on generally available capabilities, but p—
. . L . | ssiioTORe)
imminent realistic capabilities are included as well /.‘(J)g}g;g%;»}:
11010010 o

g |110010707010101§

e Expert-opinion ratings by our analyst-practitioners
are used to rate each vendor against each
capability, which nets out to an Advanced, Skilled,

Partial or Beginner capabilities rating

* We furthermore plot each vendor on a quadrant

based on axes of Project Scope Complexity and Project Technical Environment Complexity
* The most comprehensive and detailed ranking available
* Authored by hands-on Data Engineers

* The Enterprise Contribution Ranking Report is not sponsored; reprints are made possible
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Data and Pipeline Health Observability

Imagine a world where data flows freely within your
organization, but you have no clue about its health. This is
where data observability, a recent but rapidly growing field,
steps in. It acts like a sixth sense, providing a comprehensive
picture of your data's well-being, both while it's actively

moving and when it's stored.

Think of healthy data as being well-performing, managed,
clean and where users know where it is and how to use it.
Such data must adhere to governance rules about data
quality. Data observability is a great aid to building this data
ecosystem, allowing you to swiftly identify and fix issues
before they become a problem for your applications,
analytics, and the user experience. The result? Less
downtime, more reliable data, and the power to leverage

healthy data for achieving business goals.

While data observability shares some features with
application performance monitoring (APM) and general
observability, it's a distinct discipline. In fact, it's foundational

to DataOps.

(214) 514-1444 | MCKNIGHTCG.COM

1 MCKNIGHT

CONSULTING GROUP

THE GORDIAN KNOT

Data observability
tools generate a
vast amount of
information about
data health.
However, sifting
through this data
and extracting
actionable
insights can be
overwhelming.
The "gordian
knot" for data and
pipeline health
observability is
filtering out
irrelevant data
noise and
identifying the
critical signals
that require
attention.
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Data observability is the new data quality and then some. Traditional data quality tools focus on
data at rest, while data observability monitors data from inception throughout its entire journey,
in motion and at rest. Data observability looks for a library of anomalies in data as well as those
issues that are particular to a shop. Beyond identification, great data observability does the
sleuth work to find out the ‘why’ so it doesn’'t happen again. With so much data under
management at enterprises today, and much more to come, this approach to data quality is

imperative.

This full view makes data observability suited for today's complex distributed data landscapes,
which encompass edge, on-premises, hybrid, and multi-cloud environments with everything

from databases to cloud storage to flat files.

Automation and orchestration are key pillars of data observability. Manual approaches to data
quality never seemed to work. For example, data quality technologies are not as advanced in
identifying and resolving data health issues resulting from changes in schema, coding errors,

and other difficulties.

Al, AlOps, and predictive analytics all play a role in data quality and observability. Al is particularly
valuable in pinpointing and suggesting solutions for data health issues, as utilized by great data
observability. By automating the monitoring, alerting, and remediation of data health problems,

data observability solutions unlock the value of your data pipelines and data itself.
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As previously mentioned, the characteristics of healthy data is well-performing, managed, clean and

where users know where it is and how to use it. Data Observability solutions function
like fitness trackers to these metrics for data, continuously assessing the condition

and verifying that it satisfies these requirements. Because data observability gives a clear picture of the
state of the data as it flows through different systems, it is essential to DataOps, the discipline of
expediting data delivery. Pursuing an organizational data-driven strategy seems unfathomable in the
absence of this modern ongoing monitoring and alerting system.

Serious repercussions may arise from poor data health. Data security and regulatory compliance can
be jeopardized, which can result in costly fines and legal issues. Poor data quality also results in
downtime, which leads to delays, lost productivity, and resource waste, but perhaps most importantly it
results in subpar corporate decisions and actions.

There is some ‘Venn diagram’ overlap between data observability and the disciples of APM, data quality,
general observability, and testing solutions. Although these fields and data observability overlap
somewhat, they ultimately address distinct issues. However, rather than the quality of the data itself,
their main concerns are application health and pipeline performance. They might offer rudimentary
monitoring and warning, but they are insufficiently detailed to handle fundamental data health issues.

My sympathies’ to the data architects out there since It's not only getting more Complex

than ever to do a great job, the necessary tools are multiplying and creating

overhead on organizations to deal with the upkeep and align need to tool without overlap.

Proactive data management is key to avoiding business disruptions. Data observability tools can help

you achieve this by performing three crucial functions: First, they SpOt data anomalies before
they Impact your DUSINESS. This allows you to identify and address issues early on,
preventing them from snowballing into bigger problems. Second, these tools provide applicable

predefined Metrics. These pre-configured measurements act as a compass, guiding you
towards understanding the overall health and performance of your data. Finally, data observability tools

canalso detect drifts in the data profile. These drifts can signal potential issues with data

1 That’s a rhetorical use of sympathies. We find this all loads of fun.
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quality or consistency, allowing you to take corrective action before they affect your decision-making.
By performing these functions, data observability empowers you to stay ahead of potential problems
and ensure your data remains a reliable asset for your business.

At McKnight, we further divide the data observability vendors into two camps:

e Group 1 are platforms that specialize in data and pipeline health observability (henceforth ‘data
observability’) and are the subject of this report. This group deals with data quality,
consistency, freshness, distribution, volume, schema, lineage, and sometimes spend.

e Group 2 are platforms that primarily specialize in infrastructure and data traffic MELT (metrics,
events, logs, and traces) observability. Due to the different focus, these will not be analyzed
alongside the data and pipeline health observability vendors in this report.
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e In this Enterprise Contribution Ranking report, we have undertaken an ambitious goal of
evaluating the current vendor landscape and assessing which tools and platforms have
made, or are in the process of making, the leap to this new generation of data and pipeline
health observability capabilities.

Project Approach

Our project approach included review of our industry work and our projection of the future of data
integration, interviews and dialog with the vendors where granted (which was most), peer-to-peer
conversation, feedback from our consulting clients and informal interviews. The intent was to identify,
evaluate, validate and prioritize key capabilities for data observability. Based on trends, market
disruptors and demand, our research and reviews looked at current and future state via the enterprise
footprint of data observability in the next 5-10 years. This led to identifying 10 vendors who are on this
list.

There are many data observability options for an enterprise including several we are unable to
accommodate in this report. Our primary objective when selecting the 10 vendors was based on the
core capabilities listed below.

e For an Enterprise Contribution Ranking Report, we choose technologies that are powered
for and being selected for enterprise-class applications or to be a data observability standard
in a midsize to large enterprise.

e Please note that we are ranking capability adherence as well as the vendor’s ability to
handle project scope and technical environment complexity, but we are not considering
price. Therefore, it would be prudent for a reader to consider multiple options that fit the
criteria by their estimated cost.
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In alphabetical order, the 10 vendors chosen were:

@ Acceldata  gcceldata @ Metaplane il metaplane

@ Anomalo Anomale @ Monte Carlo MC ngng
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Capabilities for Data and Pipeline Health Observability

e Enterprises that care about data will need to add data observability. It helps spot anomalies
and data drifts early and have fast time to insight. We focused beyond the basic capabilities
of a data observability solution. We focused on the differentiating capabilities that define
competitive advantage across several domains. Here are some domains and capabilities
that are important for successful enterprise data observability.

The 10 critical capabilities are:

\ﬁ?}\ Lineage Visualization

@ Impact Analysis
9 Pipeline Monitoring
Alerting & Notifications

Data Monitoring Dashboards

Data Validation Rule Completeness

Real-Time Anomaly Detection

Automated Metadata Collection

I Source and API Completeness

Machine Learning Capabilities
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Data Lineage and Pipelines

Lineage Visualization
Achieving true data observability requires more than just basic monitoring. Lineage Visualization
iS necessary.

Lineage Visualization acts as a map for your data, illustrating its origin, transformation, and journey
throughout your entire ecosystem. It's like having a bird's-eye view of your data pipelines,
revealing dependencies between data points and pinpointing potential bottlenecks that could
disrupt the flow of information. A visual representation plays a vital role in data observability for
several key reasons:

e Understanding Data Provenance: Information originates from diverse sources and
undergoes multiple transformations before reaching its destination. Lineage visualization
sheds light on this data provenance, allowing you to track where each piece of data came
from and the processes it has undergone. This transparency is crucial for ensuring data
quality and compliance with regulations that demand clear data origin tracking.

o Identifying Data Dependencies: Lineage visualization helps you identify the intricate
pipeline between different data points. By understanding how data sets are interconnected,
you can anticipate the impact of changes in one area on other parts of your system.

e Root Cause and Bottleneck Analysis and Troubleshooting: When data issues arise,
lineage visualization becomes an invaluable tool for root cause analysis. By tracing the flow
of data visually, you can pinpoint the exact stage in the pipeline where the problem
originated.

e Improved Communication and Collaboration: Lineage visualization forges a shared
understanding of data flow with a visual lineage map. This empowers teams to work
together more effectively in maintaining data health and optimizing data pipelines.

Lineage Visualization is a cornerstone of a truly comprehensive data health monitoring system.
By illuminating the intricate pathways of your data, lineage visualization empowers organizations
to understand their data better, identify potential problems, and optimize their data infrastructure.

Impact Analysis

A critical piece of the data observability puzzle that often gets overlooked is Impact Analysis.
Understanding the downstream effects of changes within the data pipeline is essential for
maintaining a truly robust data observability practice.
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Data flows through various stages, undergoing transformations and manipulations before
reaching its destination — analytics dashboards, reports, or machine learning models. When a
change is made in one part of the pipeline, it can trigger a domino effect, impacting the data
flowing downstream. Without Impact Analysis, these downstream effects can remain invisible,
potentially leading to erroneous insights and flawed decision-making.

Here's why Impact Analysis is a vital component of data observability:

e Preventing Data Misinterpretation: Changes in the data pipeline, even seemingly minor
ones, can alter the data itself. Impact Analysis helps us predict these changes and
understand how they might affect downstream analytics.

e Maintaining Data Lineage Clarity: Data lineage tracks the journey of data through the
pipeline, documenting its origin and transformations. Impact Analysis builds upon data
lineage by assessing how changes in one stage of the pipeline affect subsequent stages.

o Improved Root Cause Analysis: Impact Analysis helps us pinpoint the specific changes
in the pipeline that might have triggered the issue. This targeted approach streamlines
troubleshooting and allows for faster resolution of data-related problems.

o Change Management: Data pipelines are dynamic environments, with changes being
made regularly to improve efficiency or incorporate new data sources. Impact Analysis
assesses the potential downstream effects of proposed changes.

Impact Analysis is an essential element of a comprehensive data observability strategy. By
proactively assessing the downstream consequences of changes within the data pipeline, we can
ensure the integrity and reliability of our data, preventing bad decisions and fostering a data-
driven culture built on trust and accuracy. After all, data observability is not just about seeing the
data; it's about understanding the ripple effects of every action taken within the data ecosystem.

Pipeline Monitoring

Pipelines are susceptible to errors, delays, and unexpected behavior. This is where pipeline
monitoring steps in, acting as the vigilant eye of data observability, ensuring the health and reliability
of the data journey. Pipeline monitoring provides real-time insights into the performance and health of
these critical pathways.

There are several compelling reasons why pipeline monitoring is essential for data observability:

e Maintaining Data Freshness and Reliability: Pipeline monitoring helps identify delays and
bottlenecks that could lead to stale data, ultimately impacting decision-making.
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e Proactive Error Detection and Resolution: Pipeline failures can disrupt the entire data flow,
causing costly downtime and data loss. Monitoring acts as an early warning system, detecting
errors and unexpected behavior before they snowball into major issues.

o Enhanced Operational Efficiency: Pipeline monitoring provides valuable insights into
resource utilization and performance bottlenecks. This information allows for optimization of
pipeline configurations and processing time. By streamlining pipeline operations, monitoring
paves the way for a smoother data flow and faster time to insights.

e Transparency and Traceability: Monitoring sheds light on data provenance and lineage
within the pipeline. This transparency allows for tracing issues back to their source, facilitating
root cause analysis and ensuring data integrity throughout the entire process.

Effective pipeline monitoring in data observability utilizes a combination of tools and techniques.
Metrics such as latency, throughput, error rates, and data volume provide a holistic view of pipeline
health. Additionally, logging and alerting systems ensure timely notification of anomalies, allowing
teams to take corrective action.

Data Quality and Monitoring

Alerting & Notifications

Data observability goes beyond simply seeing the data. It's about gaining deep insights into the health
and well-being of your data pipelines. Alerting & Notifications act as a comprehensive system that
monitors the entire data lifecycle, from ingestion to delivery. It continuously tracks key performance
indicators (KPIs) like latency, throughput, and error rates, providing a real-time view of pipeline
performance.

The true value of Alerting & Notifications lie in its ability to proactively identify and address issues. By
establishing automated alerts and notifications, organizations can react swiftly to critical data quality
deviations. These alerts can be tailored to specific scenarios, notifying the appropriate teams or
individuals based on the severity and type of problem. This targeted approach ensures that critical
issues receive immediate attention, minimizing downtime and potential downstream consequences.

Implementing a robust Alerting & Notifications system offers a multitude of benefits for data
observability:

o Improved Data Quality: Early detection and resolution of data anomalies prevent errors from
contaminating downstream applications and analytics.

o Enhanced Operational Efficiency: Streamlined troubleshooting processes and faster issue
resolution lead to improved operational efficiency.
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o Reduced Downtime: Proactive identification of issues minimizes pipeline disruptions and data
outages.

e Increased Confidence in Data-Driven Decisions: Reliable and trustworthy data fosters a
culture of data-driven decision making with a clear understanding of data lineage and quality.

Data Monitoring Dashboards

By acting as the visual interface, data observability data monitoring dashboards play an indispensable
role by offering a clear and actionable window into the quality and performance of data assets. The
ability to customize dashboards with drill-down and lineage tracking allows users to tailor the
displayed metrics to their specific needs and areas of focus.

Customizable dashboards empower data observability through:

o Real-time Visibility: Dashboards provide a real-time snapshot of key data quality metrics,
allowing users to identify anomalies and potential issues as they occur.

o Trend Analysis: By visualizing data over time, dashboards illustrate gradual performance
degradation or emerging issues before they significantly impact data quality.

e Accessibility and Communication: Dashboards enhance communication and collaboration
within data teams. They provide a shared view of data health, fostering a data-driven culture
and promoting trust in data-based decision making.

Data Validation Rule Completeness

Data Observability tools have customized, predefined criteria that ensure data adheres to specific
standards before entering the analytics pipeline. These act as quality checkpoints, filtering out
inconsistencies, errors, and anomalies. Incomplete data validation rules leave gaps in this quality
control process, creating vulnerabilities in the data foundation upon which insights are built. The
applicability and thoroughness of these rules dictate the work effort to building a full complement of
data validation rules.

The importance of Data Validation Rule Completeness can be understood through its impact on
various aspects of data observability:

o Data Accuracy: Incomplete rules leave room for inaccurate or irrelevant data to slip through
the cracks. This compromises the integrity of the data pool, leading to skewed results and
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unreliable conclusions. Complete validation rules ensure data adheres to defined standards,
fostering trust in the data's accuracy.

o Data Lineage: Incomplete rules can obscure the origin and transformations data undergoes.
This makes it difficult to trace errors back to their source and understand how data quality
might be impacted by specific processes. Complete validation rules leave a clear audit trail.

o Data Consistency: Incomplete rules might miss these inconsistencies in data, creating a data
landscape riddled with hidden variations. Comprehensive validation rules enforce consistency,
ensuring data reflects a unified understanding across the organization.

o Data Completeness: Incomplete validation rules might overlook missing data points. This can
skew analysis results, as missing data can alter trends and relationships within the dataset.
Complete validation rules identify and address missing data, allowing for informed decisions
on data imputation or exclusion strategies.

o Data Timeliness: In today's fast-paced world, data freshness is crucial. Incomplete rules
might not account for data staleness, leading to outdated insights based on irrelevant
information. Comprehensive validation rules can incorporate timeliness checks, ensuring data
reflects the most recent and relevant picture.

Real-Time Anomaly Detection

Traditional data monitoring approaches often rely on historical benchmarks and predefined
thresholds. While valuable, they can be slow to identify emerging issues. Anomalies, by definition,
deviate from established patterns. Real-time anomaly detection tackles this challenge by continuously
analyzing data streams and employing statistical or machine learning algorithms to identify unusual
data points or deviations from expected behavior.

The benefits of real-time anomaly detection for data observability are multifaceted:

o Early Warning System: By spotting anomalies as they occur, organizations can address
issues before they escalate and impact downstream applications. This translates to faster
resolution times, minimized downtime, and mitigated business disruptions.

o Improved Data Quality: Real-time anomaly detection prevents the propagation of bad data,
ensuring the integrity of the information used for analysis and decision-making.

e Proactive Maintenance: Identifying anomalous patterns can signal potential system issues

before they become critical failures. This allows for preventative maintenance, reducing the
risk of outages and ensuring the smooth operation of data pipelines.
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For example, a sudden surge in website traffic exceeding historical norms could potentially indicate a
malicious bot attack. By detecting this anomaly in real-time, the platform can take immediate action to
mitigate the attack, safeguarding user data and website performance.

By continuously monitoring data streams and identifying deviations from the norm, real-time anomaly
detection empowers organizations to proactively address issues, safeguard data quality, and ensure
the smooth operation of data pipelines.

Automated Metadata Collection

Without proper labels and documentation, navigating enterprise data can be like exploring a dark
labyrinth. Automated metadata collection acts as the mapmaker, meticulously cataloging the origin,
flow, and manipulation of data. This rich tapestry of information empowers organizations to achieve
several key benefits in the realm of data observability.

Automated metadata collection provides a clear picture of where data originates, how it is
transformed, and where it ultimately resides. This transparency allows data engineers, analysts, and
stakeholders to trace the lineage of a particular data point, troubleshoot issues more efficiently, and
ensure the data used for analysis reflects reality.

Automated metadata collection empowers proactive data quality management. By automatically
capturing information about data types, formats, and expected values, metadata collection becomes
the foundation for automated data quality checks. Anomalies and inconsistencies can be flagged
before they impact downstream processes, preventing errors from propagating through the data
pipeline and compromising crucial insights.

Furthermore, automated metadata collection plays a vital role in data governance. It creates an audit
trail for data transformations, ensuring compliance with regulations and internal policies. This
transparency fosters trust in the data and its usage, promoting responsible data practices across the
organization.

By automatically capturing the intricate details of data pipelines, automated metadata collection

empowers a deeper understanding, proactive data quality management, effective data governance,
and ultimately, fosters a data-driven culture built on trust and transparency.

Source and APl Completeness
Source completeness refers to the inclusion of all relevant data sources within the observability

framework. This encompasses traditional databases, modern cloud storage platforms, and even real-
time streaming services. Blind spots can lead to cascading issues.
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API completeness delves deeper, focusing on the programmatic accessibility of data observability
functionalities. By providing well-documented and intuitive APIs, data observability tools empower
seamless integration with existing workflows and tools. This enables developers and data engineers
to automate tasks like anomaly detection and alerting, streamlining the process of maintaining data
health.

The synergy between source and APl completeness unlocks a multitude of benefits:

e Proactive Issue Detection: By encompassing all data sources, we can identify potential
problems early on, preventing them from snowballing into larger disruptions.

o Improved Root Cause Analysis: Complete observability allows us to trace issues back to
their origin, regardless of the data source, facilitating faster resolution.

o Enhanced Data Lineage Understanding: A comprehensive view of data flow across various
sources fosters a deeper understanding of how data is transformed and used, aiding in impact
analysis and data governance.

o Streamlined Workflows: Programmatic access through APIs empowers automation, freeing
up valuable time and resources for data teams to focus on strategic initiatives.

+ Integration with Existing Tools: APl completeness allows data observability to seamlessly
integrate with existing monitoring and alerting tools, centralizing data health insights within a
familiar environment.

By ensuring all data sources are monitored and programmatic access is facilitated, organizations can
unlock the full potential of data observability.

Machine Learning Capabilities

By integrating ML capabilities, data observability tools can evolve from reactive monitors to proactive
partners, automating anomaly detection, identifying data quality patterns, and even predicting
potential issues before they disrupt operations. We believe AlI/ML is paramount to future-proofing data
observability, so we took a keen focus on a solution’s use of ML.

The traditional approach to data observability relies on rule-based systems and manual intervention.
While effective for identifying well-defined issues, rule-based systems with loads of manual
intervention struggle to adapt to the ever-changing nature of data and can miss subtle anomalies
without machine learning.
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ML algorithms can be trained on historical data to recognize patterns and deviations from normal

behavior. This enables them to:

o Automate Anomaly Detection: ML models can continuously analyze data streams, flagging
anomalies that might go unnoticed by static thresholds. This empowers faster response times

and minimizes the impact of potential issues.

o Identify Data Patterns: Machine learning can unearth subtle data issues that might be
impossible to detect otherwise. For example, an ML model might identify a gradual increase in
missing values in a specific data field, prompting investigation before the issue escalates.

e Predict Potential Issues: By analyzing historical trends and data patterns, ML models can
predict potential issues before they occur. This proactive approach allows for preventative
maintenance and mitigation strategies, minimizing downtime and ensuring data pipeline

continuity.

By leveraging the power of ML in automation, pattern recognition, and prediction, data observability
moves beyond reactive monitoring and becomes a proactive guardian of data health. As the data
landscape continues to grow in complexity, machine learning will undoubtedly play a critical role in
ensuring the continued success of data observability practices.

Evaluation of Data and Pipeline Health Observability

Capabilities: Vendor Analysis

Keep in mind the allocations should be customized according to your needs and will change over

time. These are what we used:

v’ Lineage Visualization 15%

v Impact Analysis 5%

v Pipeline Monitoring 10%

v Alerting & Notifications 10%

v Data Monitoring Dashboards 5%

v

v

Data Validation Rule Completeness 15%

Real-Time Anomaly Detection 15%

Automated Metadata Collection 10%

Source and APl Completeness 5%

Machine Learning Capabilities 10%
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e Each company is rated Advanced, Skilled, Partial or Beginner on the capabilities
according to these allocations, with the percent being the implementation of the capability
compared to the best-in-class product for the capability.

ADVANCED

Companies that have attained
a completion rate of
over 75% across capabilities

SKILLED
Companies that have attained
a completion rate of
50-%-75% across capabilities
PARTIAL
Companies that have attained
a completion rate of
25% - 75% across capabilities

BEGINNER

Companies that have attained
a completion rate of

below 25% across capabilities

Company Analysis

Acceldata

Acceldata was founded in 2018 by Rohit Choudhary, who previously worked at Hortonworks.
Acceldata focused on building a platform that could offer real-time visibility into data operations, which
was a relatively new concept at the time. They developed an early market platform to perform data
quality management, data pipeline monitoring, and cost optimization. Their business is focused on the
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finance, healthcare, and technology sectors. They have raised $35 million in a Series B funding
round.

Acceldata Data Observability Cloud (ADOC) can connect to over 70 different data platforms, including
the three major clouds (AWS, Azure, and GCP), most of the top cloud data warehouse platforms from
Snowflake to BigQuery, top BI platforms PowerBl and Tableau, and common operational databases,
like Oracle and PostgreSQL. They also stick to their Hadoop roots by having robust support for the
Open Data Platform—uwhich is a data architecture built with everything from the Apache open-source
ecosystem.

Out of the box, Acceldata has over 100 pre-built data reliability policies to choose from, but you can
create your own custom policies. To aid in the cumbersome process of creating and managing your
own policies, they offer features like policy grouping and regular expression-based asset tagging to
bulk apply rules. They also have a beta feature called Asset Similarity that measures the overall
resemblance between tables by integrating the similarity percentages calculated for their
corresponding columns.

ADOC'’s data pipeline monitoring features are light. There are basic features like execution time and
timeline spans, run comparisons, and the application of reliability policies; however, there are limited
views and insights into ETL and pipeline jobs themselves for root-cause analysis or downstream
impact analysis.

In the consumption monitoring, ADOC does have forecasting, budgeting, and chargeback analysis,
However, they only currently offer deep insights for Snowflake and Databricks.

The platform stepped into the Al foray with the general availability release of its feature Al Copilot.
There are observability use cases currently covered by its features of anomaly detection, consumption
cost controls and forecasting, and rule and policy automation. While this looks promising, given it is
only a few months old, it has yet to be battle-tested at this point.

Each of Acceldata's four areas of expertise is built upon its metadata store. It is compatible with CSV,
Parquet, JSON, and structured data formats. For the purpose of developing bulk data validation
policies, data is automatically tagged. Users can create policies using Python, SQL, JavaScript, and
suggested rules. The platform's rules library makes it possible to author rules more quickly by using
graphical, point-and-click methods.

Acceldata emerged early as a key player in the data observability market by providing a
comprehensive platform that addresses the complex needs of modern enterprises. Funding,
continuous innovation, and strong leadership have them positioned Acceldata for ongoing growth and
success in the rapidly evolving data observability market.
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Acceldata Key Capabilities * Automated Metadata Collection
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Anomalo

Anomalo is a data and pipeline health observability solution using unsupervised machine learning to
automatically monitor and ensure the quality of large data sets in complex companies. It goes beyond
competitors by identifying underlying causes of problems, building trust with end users, and enabling
faster problem resolution. Anomalo's ability to recognize anomalies and adjust to data patterns is
crucial for businesses navigating complex data environments. It bridges the gap between manual
rules and automation-based scalability, reducing risk for businesses seeking a reliable partner.
Anomalo provides tools and approaches for teams with varying data knowledge to quickly identify,
prioritize, and resolve data quality issues.

In the fast-paced world of data management, ensuring data quality is paramount. Anomalo, a pioneer
in data quality monitoring, is revolutionizing the way organizations approach data quality. With its
cutting-edge Al-powered solutions, Anomalo is empowering businesses to detect problems, identify
root causes, and address issues before they impact operations.

Anomalo's innovative approach to data quality monitoring leverages Al and machine learning
techniques to automate SQL generation, detect anomalies, and validate metrics. This approach
enables organizations to streamline the process of creating complex data quality checks, identify
unusual patterns in data to prevent data drift and errors, and ensure data accuracy and consistency
through advanced validation rules.

Anomalo's platform employs self-supervised learning and time series machine learning models to
identify significant changes in datasets and tables, establish data quality standards, and provide a
codeless user interface. This enables users to create data quality criteria and business metrics
without coding, making it easier for organizations to define ranges for data quality metrics and
business metrics.

Anomalo's low-code, automation-rich architecture supports unstructured, semi-structured, and
structured data, and provides observability to data pipelines that supply cloud warehouses, data
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lakes, and data lakehouses. The platform also tracks data modifications and transformations within
warehouses and data lakes, enabling organizations to monitor data synthesis and transformations.

Anomalo's platform offers resolution processes to understand, classify, and resolve data events,
minimizing negative impacts. The platform also provides ML-produced explanations and
visualizations, enabling users to undertake root cause investigation by drilling down. Alerts and
notifications are also provided, prioritizing events with written descriptions and columnar-level visuals.

The platform has also released unstructured text monitoring capabilities, great for training and
optimizing models and integrating RAG into business generative Al implementations. Anomalo's
solution could be enhanced with additional FinOps capabilities, such as forecasting for cloud-based
expenses.

Anomalo is widely used in the financial services industry for fraud detection and is also employed in
industry verticals like publishing and media to monitor for anomalies and data drift.

With its Al-driven data quality monitoring, advanced anomaly detection, and low-code architecture,
Anomalo is a partner for businesses seeking to unlock the full potential of their data.

Anomalo is a leader in automated machine learning-based data quality monitoring, helping
businesses preserve the data integrity that is essential for both strategic and operational decision-
making. The solutions offered by Anomalo are made to satisfy the changing requirements of big
businesses and effectively interact with contemporary data ecosystems.

Anomalo Key Capabilities * Data Quality and Monitoring
I * Real-Time Anomaly Detection
@'—'L * Machine Learning Capabilities
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Bigeye y {
\

Bigeye was founded in 2019 by two former engineers from Uber. They launched a year later and by
the end of 2024 have received more than $70 million in capital investments. Bigeye's core capabilities
align with the industry standards of data observability with a unique lineage-based approach to data
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observability. Additionally, Bigeye focuses on providing a seamless business user experience and
optimizing the developer experience with comprehensive API, SDK, and Airflow operators.

Bigeye's innovative platform seamlessly integrates with popular incident management and
collaboration tools, featuring a built-in incident management system that streamlines workflows with
Slack, Email, MS Teams, ServiceNow, JIRA, and PagerDuty and is customizable via webhooks.

Starting with database connectors, Bl and ETL integrations, Bigeye can connect directly to most of
the most popular cloud and on-premise database platforms. They also have an agent that can be
deployed inside the customer VPC for enterprise security. For Bl integrations, they can connect to
Tableau, PowerBI and Looker; collaboration tools like Slack and Jira; data catalogs Alation and Atlan;
as well data orchestration tools Airflow, dbt and ETL solutions like Informatica PowerCenter.

Bigeye’s catalog component has some useful unique features, beyond the table stakes schema
change detection. They have data preview, table popularity sorting, and favoriting functions for
enhanced exploration. Within their monitoring function, we also appreciated the related issues feature
for root-cause analysis. Another interesting feature for Airflow orchestrations is a “circuit breaker”
mode that will stop an orchestrated set of jobs in the event of a data quality error condition. This
mechanism can actually prevent a data integration job from causing an even larger downstream data
quality problem.

Bigeye acquired Data Advantage Group, Inc. in 2023, allowing it to map data lineage across various
platforms and provide a more sophisticated view of data pipelines, enhancing its capabilities in data
observability, and decreasing time to a claimed 2 weeks to onboard a connector to the platform.
Bigeye takes a unique lineage based data observability approach that has shown to reduce data
incident downtime and increase data trust.

In terms of automation, Bigeye has autometrics and autothresholds. Users can automatically deploy
these on a single table, schema, or all dependencies of a critical data asset and save hundreds of
manual hours writing manual quality rules. Autothresholds leverage advanced Al/ML methods to
ensure a low false positive rate and handles complex use cases such as seasonality or
weekend/weekday patterns.

Bigeye continues to focus on innovation and customer success, aiming to lead the way in the data
observability space. They have become a trusted name in data observability, helping enterprise
organizations to achieve better data quality and reliability. They have good depth on the most basic of
observability features, but we hope to see more breadth in their coming releases.

Bigeye's comprehensive platform offers a range of standout features, including on-premise
deployments with a in-VPC agent, end-to-end monitoring, support for legacy data stacks with column-
level lineage, fully automated lineage, a convenient browser extension for Tableau, PowerBI,
Databricks, and Snowflake dashboards, customizable issue status settings, and the option to use
"configuration as code" with version-controlled files for streamlined setup and management.
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* Data Quality and Monitoring
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Collibra

Collibra is by far the oldest and most established vendor in our report. Founded in 2008 as a data
governance platform, Collibra focused on data asset management, data quality, and compliance. By
2021, Collibra had achieved a valuation over $5 billion and entered the data observability fray with its
acquisition of OwiDQ.

Collibra Data Quality and Observability (DQ&O) has connectors for over 40 databases and file
systems. For a few of these, its latest architecture serves as a control plane relying on the compute
and storage planes of the underlying database engine so data is scanned in-place using pushdown
processing. Collibra is architected to use Spark for processing which enables data quality monitoring
on remote file systems and traditional databases. However, with their release of pushdown
capabilities, it can write native SQL queries to the database being scanned and avoid transferring
large amounts of data from the source to Spark. This also reduces the source database load because
Collibra can decide whether to query directly or offload to Spark is most efficient for quality analysis.
At the time of this writing, pushdown is only supported by 7 of Collibra’s database connectors. Many
use this pushdown which consumes database credits rather than Collibra consumption.

The platform supports a wide range of connections, including 19 JDBC data sources, such as
Amazon Athena, Oracle, and Snowflake, and 8 remote file systems, including Amazon S3, Azure
Blob Storage, and Google Cloud Storage, although some data types are not supported.

Compared to the other vendors considered in this paper, Collibra is lacking in some native data
pipeline observability, although Airflow integration has been added, and consumption-based compute
cost reduction features. Also surprisingly, Collibra currently has a data similarity algorithm and a SQL
assistant for data quality in GA, but little is known publicly of their future Al roadmap.

Collibra has 10 classical machine learning capabilities, including data profiling, pattern detection, and

large language model integration, which enable users to generate SQL statements through natural
language, streamlining data analysis and decision-making processes.
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Collibra has grown from a startup focused on data governance to a leading data intelligence platform
serving a broad global customer base with data management, governance, cataloging, and privacy
solutions. Despite its lack of some pure play observability features, organizations also looking for
enterprise observability of data quality and governance compliance will need to have Collibra on their
short list.

Collibra offers a range of capabilities that enable organizations to manage data quality and integrate
with various tools and systems. These capabilities include pushdown, custom rule development, and
custom SQL with large language model (LLM) integration. Additionally, Collibra provides 9-10 canned
views, allowing users to easily visualize and analyze data. The platform also enables exporting data
to business intelligence (BI) tools, making it easy to integrate data insights into existing workflows.
Furthermore, Collibra has recently introduced a new set of API connections between its data
observability (DO) and catalog features, enhancing the platform's flexibility and connectivity. With
Data Intelligence Platform (DIP), Collibra can link data quality to schemas, tables, and columns in the
data catalog, as well as non-physical assets like policies, business rules, terms etc. There is also
integration with task management and workflow in DIP.

Collibra's data quality capabilities are further enhanced by its out-of-the-box, machine learning-driven
monitoring features. The platform's adaptive rules enable anomaly detection, text-to-SQL rules, and
alerting on rules, ensuring that data quality issues are identified and addressed promptly. The catalog
integration allows for seamless data quality score storage and management. With every component
being API-accessible, Collibra provides a highly flexible and customizable solution for data quality
and integration needs. The platform's zero-configuration, out-of-the-box (OOB) setup makes it easy to
get started, while its advanced features and integrations enable organizations to tackle complex data
quality challenges.

Collibra Key Capabilities
* Data Quality and Monitoring
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Decube launched in 2023. With venture capital funding, it has focused on building a strong platform
from the ground up. They have delivered an impressive number of features in their platform in a short
amount of time.

Beginning with their list of available connectors, they have a much longer list than many of the more
well-established players we have looked at. With over 15 database platforms, including a few NoSQL,
7 Bl tools, 8 ETL tools, and even CRM’s like Salesforce, they have already moved to the front of our
list. The differentiators are their observability for cloud object storage (S3, Azure Blob, and Google
Cloud) and streaming with Kafka. Decube can run quality checks on data files sitting in object storage.
With Kafka, the platform connects to brokers and listens every 5 minutes for data issues and schema
drift with the ability to alert engineers through popular communications platforms like Slack, Teams,
and Jira.

Another facet of Decube that sets it apart is it goes beyond just a simple naming data catalog and key
field framework to a near data governance solution. A growing overlap between data observability and
governance is a trend we see continuing, and Decube has another jump with several features,
including quality rule approval processes, role-based rule access, and the ability to embed data
contracts.

Their data pipeline monitoring has table stakes capabilities, but as part of their roadmap, they are
implementing performance monitoring, so engineers can troubleshoot long-running integration jobs or
business users can be notified if their dashboards are late being refreshed. They also provide impact
analysis with embedded lineage and automatically create tickets in tools like ServiceNow and Jira.

In terms of Al and automation, Decube is still limited to the three basic data warehouses observability
automation: schema drift, volume, and freshness. However, they also are developing a feature with
LLM to find the most used and critical data elements based on query patterns to prioritize and write
data quality rules.

Decube's unique value proposition lies in its seamless integration of data observability and cataloging,
providing end-to-end coverage for its customers. The company has also forged strategic partnerships
with companies such as Snowflake and Singlestore.

Decube is young but making bold moves in the data observability market with compelling array of
unique feature sets.

Decube Key Capabilities
I * Data Lineage and Pipelines

@-_'L. * Data Quality and Monitoring
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(214) 514-1444 | MCKNIGHTCG.COM Page 25




4] MCKNIGHT

CONSULTING GROUP

Metaplane

Officially launched in 2022, Metaplane is a data observability solution aimed at data engineers,
analysts, and other data professionals. The platform quickly gained attention for its ability to
proactively monitor data quality and pipeline performance. In May 2024, Metaplane announced an
investment in their company by Snowflake. They boast an ease of setup within 15 minutes. With an
Al-first strategy, they have a very short training period of 3 days.

With automated anomaly detection and ML-based, always-on monitoring, Metaplane alerts users to
every issue across their data stack, providing 100% visibility into data pipelines. The platform allows
users to find all critical objects, schema changes, and compute-heavy queries, and even forecast
downstream changes for model updates, enabling them to see the impact of changes before
committing to their next dbt pull request. Additionally, Metaplane provides column-level lineage for the
whole stack, accelerating root cause analyses and helping users understand downstream impact.
With accurate, relevant, and configurable alerts, users can adjust alert sensitivity and types sent to
their communication tool of choice.

Metaplane has a comparatively small number of connectors. They only have 8 database or cloud data
warehouse platforms, including Snowflake, BigQuery, Redshift, and Databricks. Favorite transactional
databases MySQL, PostgreSQL, and SQL Server are also supported, but some other big names like
Oracle are absent. It also connects to popular Bl tools.

In addition to the usual list of data connectors, they do have connectors with integration tools like
Fivetran and dbt for better observability within ETL pipelines. Pipeline observability performs some
impressive impact analysis and lineage reports.

Unique to Metaplane is a data pipeline CI/CD feature that uses GitHub integration for dbt
development shops to prevent introducing data quality problems prior to merging new data pipeline
code into a production release. Users can use this tool for root-cause analysis by correlating pull
requests with data quality incidents. This feature is likely attractive to engineers who use this stack.

Metaplane came into the market quickly and made some headway with strategic funding, continuous
innovation, and a strong focus on data persona needs. They are positioned for continued growth in
the rapidly evolving data observability vertical. Also, it will be worth keeping an eye on their strategic
partnership with Snowflake.
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* Data Lineage and Pipelines

® Al

Monte Carlo

Monte Carlo is a pioneering company in the data observability space, leveraging machine learning
(ML) to automate data anomaly detection across data warehouses, data lakes, and lineage. Their
platform is designed to identify data breaks and provide insights into data freshness, distribution,
volume, schema, and lineage detection - with lineage detection being the most critical aspect. With
Monte Carlo, companies can quickly set up their data observability, and the platform will match up
data to provide a comprehensive view of data quality.

Many companies have built dbt tests in-house, but these tests are limited to detecting known issues,

not unknowns. Monte Carlo's platform fills this gap by using ML to detect anomalies that may not be

caught by traditional dbt tests. This approach enables companies to identify and address data quality
issues before they become major problems.

Monte Carlo's pricing is usage-based, determined by the number of tables being monitored. This
flexible pricing model allows companies to scale their data observability as needed.

Monte Carlo has secured $260 million in funding and has established a strong partner ecosystem,
with integrations across various products. Unlike many competitors that focus on one or two
databases, Monte Carlo is agnostic and can work with multiple databases.

Users can query data using SQL for in-depth analysis or rely on the data itself for additional
monitoring capabilities.

The platform offers advantages such as circuit breakers to stop low-quality data from flowing through
pipelines and block downstream issues until problems are fixed. It utilizes metadata to obtain up-to-
date details on data events, including prioritizing them, which tables are affected, what queries are
executed on them, and which business intelligence aspects are involved. It has a low-code user
interface with data and pipeline visualization tools and offers real-time query log monitoring to
examine query performance and assess the effects of resource use and cost in the cloud for FinOps.

Monte Carlo includes several connections with sources, data mobility platforms, orchestration tools,
and GitHub to increase its usefulness.
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The data pipeline assistance provided by Monte Carlo analyzes metadata and pipeline parameters to
maximize efficiency and minimize expenses. Organizations can learn about the impact of pipelines on
data health by combining this information with evaluations of data quality. Monte Carlo integrates with
Pinecone, a vector database, to implement metrics for data pipelines in the database. Monte Carlo's
customer success team offers strong post-sale service.

Monte Carlo supports all traditional use cases for data observability, such as data pipeline monitoring
and data quality, and is one of the most sophisticated ways to monitor searches and offer insights into
query intelligence.

Monte Carlo's platform provides consistent alerting, giving companies the tools they need for root
cause analysis and data quality triage. While Monte Carlo is not a data catalog or data dictionary, it
excels at data quality triage, helping companies identify and address data quality issues quickly. With
its strong market share and partner ecosystem, Monte Carlo is well-positioned to continue leading the
data observability space.

Data Lineage and Pipelines

Data Quality and Monitoring

© 4l

=

Real-Time Anomaly Detection
Automated Metadata Detection

* K K X ¥

Machine Learning Capabilities

Precisely

The origins of Precisely can be traced back to 1968 with Syncsort, a company founded to address the
challenges of data sorting and processing in mainframe environments. The company continued to
grow by diversifying its offerings and through acquisition. It acquired Pitney Bowes in 2019 and
rebranded as Precisely in 2020. They are best known for their location intelligence and data
enrichment products. Their data observability offering is part of their Data Integrity Suite.

Precisely’s Data Integrity Suite is a cloud-native solution that provides data observability, data
enrichment, data governance, spatial analytics, and geo-addressing. It features data profiling, Al/ML-
enabled anomaly detection, and rules-based validation. The platform also provides a dashboard for
evaluating data health across the enterprise, offering visualizations for data pipelines and impact
analysis. Precisely supports various data sources like Google BigQuery, Microsoft Synapse,
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Databricks, and Snowflake. The suite could be enhanced with native features like binning and circuit
breakers. The solution is a multifaceted solution with utility for data governance, metadata
management, and data access controls.

Precisely’s observability users connect their data sources through the Data Integrity Suite. There are
8 dedicated connectors for the most popular databases, a Kafka connector, and anything else would
need to connect by JDBC. In late 2023, they announced Data Integrity Suite could be run natively on
Snowflake.

One concern with Precisely is it has only a basic set of automations for its data observability
components—such as, variations in volume, data drift, schema drift, and data freshness—compared
to some of the other platforms we analyzed here. Otherwise, users are left to manually create and
configure rules (they call a set of rules “Observers”). It also lacks data pipeline observabilities to
monitor and troubleshoot existing data movements and consumption-based compute cost reduction
features.

Precisely has a platform that has evolved from its roots in data sorting to becoming a leader in
comprehensive data integrity solutions. Through strategic acquisitions, innovation, and a focus on
data quality and accuracy, Precisely has positioned itself as a player in data management; however,
it's data observability features within its data integrity platform are lagging some of the players in this
data discipline.

* Machine Learning Capabilities

® il
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Revefi

Revefi’s platform offers a range of advanced data observability capabilities that enable organizations
to take control of their data. With automated anomaly detection and ML-based, always-on monitoring,
Revefi alerts users to every issue across their data stack, providing high visibility into data pipelines.

The platform allows users to find all critical objects, schema changes, and compute-heavy queries,
and even forecast downstream changes for model updates, enabling them to see the impact of
changes before committing to their next dbt pull request.
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Additionally, Revefi provides column-level lineage for the whole stack, accelerating root cause
analyses and helping users understand downstream impact. With accurate, relevant, and configurable
alerts, users can adjust alert sensitivity and types sent to their communication tool of choice. The
platform is quick to set up, requiring only 15 minutes and no maintenance, and can integrate with
modern, future, or historic data stacks in just a few clicks. The custom monitoring is straightforward
and robust.

One customer, for example, created 250,000 monitors, most of which were automated, and the
platform was able to pick up on patterns such as a table being loaded every day and flagging if it
didn't happen.

Revefi’s platform can learn a system's patterns in just 2 weeks to 1 month, and provides valuable
insights such as tables queried but not updated, top flaky tables with errors, failed queries that
incurred high cost and Snowflake credit monitoring, with continual recommendations alerting credits
that can be saved, recommendations to merge warehouses, etc.

The company is working on expanding its capabilities, including integrating with Power BI, PagerDuty,
Azure, and other data catalogs, as well as developing a universal connector (JDBC) and contract
management capabilities with Snowflake.

On-premises deployment is not currently in plan.

* Data Lineage and Pipelines
* Data Quality and Monitoring
® -l|| * Machine Learning Capabilities
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Telmai

Telmai is a data observability platform that takes a proactive approach to data quality, shifting the
focus from reactive monitoring to proactive actions. Unlike most data observability tools, Telmai
scans the data, polls it into its cluster, and runs metrics on data quality, going beyond freshness
and volume to completeness, accuracy and correctness. This requires understanding the data
over time, without sampling, to detect data drifts, anomalies, and seasonality. Telmai’s key
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strength is its ability to support data lakes and data warehouses, it specifically natively supports
open data formats like Delta, Iceberg and Hudi files.

Telmai's platform is built with automation and orchestration in mind, featuring alert policies that
use machine learning to detect anomalies. Users can create their own rules, known as
"expectation lists," which define expected values, date ranges, multi-attributes rules and
aggregations over time. The platform also provides a trend analysis page, where blue indicates
normal data and red indicates abnormal data. While Telmai doesn't change data, it does offer
Orchestrations workflows like “circuit breaker" and “DQ binning” feature that splits good from bad
data in-stream, allowing data consumers to leverage only the good data. Alternatively, it can fire
off web hooks to trigger remediation.

Telmai's platform also features a root cause analysis tool, called "Investigator," which helps users
identify the source of data quality issues. The platform plugs into Airflow for orchestration and
uses machine learning to power its alert policies. By starting data observability at the raw data
level, Telmai helps businesses that suffer from data quality issues and can't scale their
homegrown solutions.

Telmai offers two deployment modes: Public SaaS and VPC in your account. Pricing is
consumption-based, with public pricing based on terabytes scanned and analyzed, and private
cloud pricing starting at a fee plus additional fees for the low, medium, or high tier, depending on
the customer's compute needs.

Telmai’s Apache Spark computational engine allows scaled data observability without previews,
sampling, or undue reliance on metadata analysis at low-cloud cost. Telmai's open design, built
on REST APIs, automates KPI monitoring for data quality and attribute-level anomaly
identification.

The platform uses machine learning (ML) to automatically scan data sources, create relevant
metrics and thresholds, and incorporate them into data quality KPls. It has about 40 pre-built
measures for data and uses metadata metric analysis in addition to Al to identify abnormalities
that impact the data and column-level trends.

Users can obtain metrics and monitor data validity, completeness, consistency, uniqueness,
accuracy, and freshness. Interactive rule-building tools can be used to augment Telmai's ML
monitoring with user defined policies. The platform allows customers to establish calculated
characteristics for monitoring and provides customizable, bespoke monitoring views using joins
and SQL's GROUP BY capabilities.

REST APIs provide data observability in data pipelines through connections with resources like
Airflow, dbt, and other tools. Features include circuit breakers, binning to distinguish aberrant data
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from legitimate data, anomaly detection, and data validation. Telmai uses predictive time series
analysis methods to detect outliers and data drift, supporting anomaly detections over time. Its
time travel capability ensures the model can be trained on historic data. Additionally, the no-
sampling approach to data quality ensures automated incident remediation.

It also offers the ability to install in customers VPC in a few clicks ensuring data never leaves their

security perimeter.

In addition to reconciling data, Telmai is top notch at automated data quality, anomaly detection,
and profiling, and is ready to provide data pipelines with end-to-end data lineage.
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Data Lineage and Pipelines
Data Quality and Monitoring
Real-Time Anomaly Detection
Automated Metadata Collection
Source and APl Completeness
Machine Learning Capabilities
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Utilizing the individual vendor ratings across critical capabilities above, we also evaluated each
vendor against project technical environments and project scope complexity. This created an
enterprise contribution ranking that provides insight on how well each organization handles and
integrates different types of data, tools, and project complexity in technical environments. The
enterprise contribution value matrix incorporates four quadrants:

Each quadrant is explained in the section below.

Upper Left: Solution Specific

Project Scope Complexity

Low. Focuses on observability of specific data sources or
applications with minimal customization.

Project Technical Environment
Specification

High. Works well in a heterogenous environment, many data
formats and protocols, requiring minimal adaptation to

existing infrastructure.

Ideal for Well-defined observability needs with limited customization
requirements, mixing with any technology.
Examples Pre-built connectors, packaged observability solutions.

Upper Right: Full Spectrum

Project Scope Complexity

High. Covers a wide range of observability
scenarios, including complex data observability and custom

workflows.

Project Technical Environment
Specification

High. Adapts to diverse environments but may require some

configuration and customization.

Ideal for Broad observability needs across different systems and data
types, requiring flexibility and customization.
Examples Mission Critical Operations, Data Fabrics, code-based

integration frameworks.
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Lower Left: Bespoke

Project Scope Complexity

Low. Tailored to specific observability requirements and
unique data landscapes.

Project Technical Environment
Specification

Low. Requires significant customization and development to
fit infrastructure outside of its core technology.

Ideal For Highly specialized observability, unique data models or
proprietary technologies, situations where standard
solutions won't suffice.

Examples Custom-built pipelines, point-to-point observability using

complex data transformations, observability with niche or
legacy systems.

Lower Right: Framework

Project Scope Complexity

High. Provides a platform or framework to build and manage
observability, may require minimal customization and
development.

Project Technical Environment
Specification

Low. Adaptable to various environments but requires
building custom observability within the framework.

Ideal For Organizations with multiple observability needs in
predictable technology environments, may require
resources to develop and maintain custom solutions.

Examples Open-source data observability frameworks, APl-based

integration platforms, cloud-native observability platforms
with low-code development capabilities.
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Project Technical Environment Specification
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Key Takeaways & Application to the Enterprise

o Data observability is a rapidly growing field that provides a comprehensive picture of data
health, enabling organizations to identify and fix issues before they impact applications,
analytics, and user experience, ultimately leading to less downtime, more reliable data, and
the power to leverage healthy data for business goals.

e The analysis of these ten organizations reveals a compelling narrative: by embracing a set
of key traits, businesses can unlock their full potential and gain a competitive edge in their
respective markets.

e These traits include robust Data Lineage and Pipelines, ensuring seamless data flow and
integrity; rigorous Data Quality and Monitoring, guaranteeing accuracy and reliability; Real-
Time Anomaly Detection, enabling swift response to emerging issues; Automated Metadata
Collection, streamlining data management; Source and APl Completeness, providing
comprehensive visibility; and Machine Learning Capabilities, driving innovation and insight.

e An enterprise's data stack would not be complete without data integration, and there are a
wide variety of options available from vendors today to meet a wide range of requirements,
skill levels, and use cases.

e An evaluator should consider whether they need a solution that is Full Spectrum, Solution
Specific, Bespoke or Framework according to the intended application of data integration in
terms of the complexity of project scope and how intricate the project’s technical
environment will be.

e |t would be prudent for a reader to consider multiple options that fit the criteria by their
estimated cost and to consider the applicability of the capabilities to the environment.

e By carefully considering these factors, the reader can make an informed decision that aligns
with needs and goals for enterprise data integration.

About McKnight Consulting Group

Information Management is all about enabling an organization to have data in the best place
to succeed to meet company goals. Mature data practices can integrate an entire organization
across all core functions. Proper integration of that data facilitates the flow of information
throughout the organization which allows for better decisions—made faster and with fewer
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errors. In short, well-done data can yield a better run company flush with real-time
information... and with less cost.

However, before those benefits can be realized, a company must go through the business
transformation of an implementation and systems integration. For many that have been
involved in those types of projects in the past—data warehousing, master data, big data,
analytics—the path toward a successful implementation and integration can seem never-
ending at times and almost unachievable. Not so with McKnight Consulting Group (MCG) as
your integration partner, because MCG has successfully implemented data solutions for our
clients for over a decade. We understand the critical importance of setting clear, realistic
expectations up front and ensuring that time-to-value is achieved quickly.

MCG has helped over 100 clients with big data, analytics, master data management and “all
data” strategies and implementations across a variety of industries and worldwide locations.
MCG offers flexible implementation methodologies that will fit the deployment model of your
choice. The best methodologies, the best talent in the industry and a leadership team
committed to client success makes MCG the right choice to help lead your project.

MCG, led by industry leader William McKnight, has deep data experience in a variety of
industries that will enable your business to incorporate best practices while implementing

leading technology.

https://www.mcknightcg.com/
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