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Collibra Protect

Discover, govern and protect sensitive data

Data professionals face challenges advancing data visibility, control and security | like the summary that is
throughout their organization. Many teams still rely on data engineers, data shown foreachrule...you can
. . . . ily det: ineif h
architects and database admins for timeconsuming, code-based processes to eas! y etermine ityounave

o configured the rule to work
create and enforce data policies. Moreover, many data stewards can't see what asneeded.

policiesareinplace to protect data, what sensitive data needs to be protected and

. Data governance user at
what usersare accessingit. amajor public university
Collibra Protect safeguards sensitive data by simplifying the creation and , ,
enforcement of data access policies.

Benefits {@ Simplify and expedite policy creation @ Ensure compliance
Create and execute policies in minutes. e Easily demonstrate to internal stakeholders

and external regulators that data protection
policiesarein place.

Enable data access with less risk ~ 2  Streamline governance of sensitive data

@ Enable policies that allow authorized users to - O ~  Discover,define, and protect data to reduce the
getimmediate access to data while ensuring - complexities of managing data access across a
datais protected from authorized users. complex datalandscape.
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Product highlights

Policy overview page
Manage and understand dataaccess
policies fromasingle pane of glass.

Data protection functions
Apply data masking, hashing,

or show last to sensitive dataand
enforce row-level exceptions.

Policy builder

Create and execute policiesinminutes
withano-codeinterface. Enforce data
protection policies at scale by integrating
metadata fromthe datacatalog.

Policy audit

Understand what policies arein place,
what datais protectedand who are the
usersaccessing what data.

Factsheet

Intelligence access controls

Protect dataat the column or row
level. Leverage data classification
tags, business contextand data usage
purpose to build smarter policies.

Multiple cloud platform support
Safeguard sensitive datain Snowflake,
Google Cloud and AWS, with
upcoming support for additional

cloud platforms.

Collibra

Data Access Rules

Q

Data Access Rules

Edit Data Access Rule

Groups *

Human Resources X

Create Data Access Rule

!

Rule Name Sy Owner Created Dat¢
Assets * .
Protect Customer Data 1 Admin Istrator 1/11/2024
M Employee Data X  Select assets v
Personal Information Large 1 Admin Istrator 12/14/2023
Mask Data
Use masking to protect data so that the selected groups see the masked version of the data instead of the original data.
Protection for new users 1 Admin Istrator 12/28/2023
Masking Option ®
Foo Standard No masking v ‘ Admin Istrator 112/2024
Data Category Data Classification
IeJNE Personally Identifiable Information v
[l Remove Masking
+ Add Another Masking
A

Centrally manage policies from a single pane of glass

OO

o If you are interested in learning more,

O please visit our website at collibra.com/us/en/products/protect
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